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INFORMATION

We would like to inform you of new Security Advisories, following the Advance Notification AAGS-
MA-SA-2021-001 released on 2021-11-30, concerning potential vulnerabilities related to Visionline
Access Management system impacting versions prior to 1.27.

The following eight Security Advisories are describing the investigations performed:

AAGS-HOSP-SA-2022-001
AAGS-HOSP-SA-2022-002
AAGS-HOSP-SA-2022-003
AAGS-HOSP-SA-2022-004
AAGS-HOSP-SA-2022-005
AAGS-HOSP-SA-2022-006
AAGS-HOSP-SA-2022-007
AAGS-HOSP-SA-2022-008

These can be found here:
https://www.assaabloyglobalsolutions.com/en/industries/hospitality/product-security-
center/Hospitality-product-security-advisories

Marine Business Area recommends customers to always have the latest software and firmware
installed to benefit from the latest functionality updates and security enhancements. We
recommend updating to Visionline version 1.27.0 or later.

Rest assured safety and security remain at the core of what we do. Accordingly, we consistently
monitor, assess, and optimize our protocols to better ensure the safety and security of our users and
technology.

We continuously update our Security Resources Centers with the latest information related to
security concerning our products and services and you can find more information about any Security
Advisories: https://www.assaabloyglobalsolutions.com/en/about-us/product-support/security-
center/security-resources/

CONTACT INFORMATION

If you have any questions about this advisory, please contact our support on
e Europe: +47329940 26

e USA: +1 954 923 2209

You can also contact us via our new online support tool by registering at:
https://my.assaabloyglobalsolutions.com/assaabloy

© ASSA ABLOY, All rights reserved


https://www.assaabloyglobalsolutions.com/en/industries/hospitality/product-security-center/Hospitality-product-security-advisories
https://www.assaabloyglobalsolutions.com/en/industries/hospitality/product-security-center/Hospitality-product-security-advisories
https://www.assaabloyglobalsolutions.com/en/about-us/product-support/security-center/security-resources/
https://www.assaabloyglobalsolutions.com/en/about-us/product-support/security-center/security-resources/
https://my.assaabloyglobalsolutions.com/assaabloy

Global Solutions

Document ID

AAGS-MA-SA-2022-001

Date

2022-03-22

Revision

1

Initial publication

2022-03-22

Document category

Information

AAGS-MA-SA-2021-001

REFERENCES

Marine Business Area adheres to a responsible disclosure policy as published on
https://www.assaabloyglobalsolutions.com/en/solutions/solutions-for-marine/marine-security-
center/

TERMS OF USE

THIS DOCUMENT IS PROVIDED "AS IS". IT DOES NOT IMPLY ANY KIND OF GUARANTEE,
WARRANTY, OR UNDERTAKING, NOR DOES IT EXPAND THE SCOPE OF ANY GUARANTEE,
WARRANTY OR UNDERTAKING MADE IN ANY AGREEMENT TO WHICH AN ASSA ABLOY
GROUP COMPANY IS A PARTY, INCLUDING THE WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE. ANY USE OF THE INFORMATION CONTAINED
HEREIN OR MATERIALS LINKED FROM THIS DOCUMENT IS AT YOUR OWN RISK. ASSA
ABLOY GLOBAL SOLUTIONS RESERVES THE RIGHT TO CHANGE OR UPDATE THIS
DOCUMENT AT ANY TIME.

ASTANDALONE COPY OR PARAPHRASE OF THE TEXT OF THIS DOCUMENT THAT OMITS
THE DISTRIBUTION URL IS AN UNCONTROLLED COPY. UNCONTROLLED COPIES MAY
LACK IMPORTANT INFORMATION OR CONTAIN FACTUAL ERRORS. THE INFORMATION IN
THIS DOCUMENT IS INTENDED SOLY FOR END USERS’ LAWFUL USE OF ASSA ABLOY
GLOBAL SOLUTIONS PRODUCTS.
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