CLIQ Web Manager
User-friendly web interface

CLIQ® provides advanced security and convenient access to web-based
management software.

CLIQ® Web Manager provides a central administration, programming and
management of the CLIQ® Remote locking system in combination with a
CLIQ® programming terminal and a Microsoft Windows-based PC. Access
rights for user keys can then be distributed through network connected
updating devices.

ASSA ABLOY follow the requirements and standards in a process of secure
data management of the end customer’s lock system. Administration of
locks and keys require physical access to the master key and PIN-code to
perform programming tasks. In addition, the software is protected

with SSL certificate authentication. This procedure guarantees

high system security.

Features

Convenient management of CLIQ® Remote locks and keys
Access at a distance

Time restrictions

Automatic key cloning

Key revalidation

Easy extension of the locking system
Blocking of lost keys

Audit trail reports

E-mail communication with users

Central management

24[7 uptime as Software as a Service (SaaS)
Admin domains

Customizable admin roles

Easy installation in the web-browser
Automatic backups and updates
User-friendly Graphical User Interface (GUI)

CLIQ® Remote lock system

Central administration is one of the core benefits with CLIQ® Web
Manager. Especially for geographically dispersed systems where the
administrator can change access rights on keys without having to bring
them in.

o Keys and locks are easily overviewed and searched

e Overdue keys can be blocked from access

« Handin/out receipts can be printed

Web Manager

Key receipts handled digitally
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Administration on multiple platforms

Tags

For improved search ability, content in the lock system can be tagged with
information:

o Department

o City

External links

This can be applied to point to selected web addresses to:

« Show a map where the cylinder is placed

« A photograph of the employees from a photo database

« Floor Plan with the cylinder positions for the facility or company

E-mail server

CLIQ® Web Manager automatically sends out an email to key holders in the
system with:

e Permissions and schedule

« Prompt to return the keys

« Reminder to synchronize the key

Access profiles

Access profiles are a valuable function when administrating large systems. With
access profiles, you can connect certain cylinders to a profile once, and when
handing out a key to an employee or visitor with this profile, this person will
automatically have access to all cylinders given in the access profile.

Audit trail
A central audit trail archive allows for easy overview of what happens in the lock
system. The logs are synced automatically when keys are updated by the user.

CLIQ® Web Manager System requirements

e CPU capable of running Windows 10/11

e RAM capable of running Windows 10/11

« Operating system Windows 10 (64-bit) Windows 11

« CLIQ Connect PC application version 1.7.3 or later

« Internet browser: Mozilla Firefox (starting from version 109 and 102ESR)

Microsoft Edge (starting from version 109)
Google Chrome (starting from version 109)

« PDF reader: any CWM software is used with CLIQ Connect PC application.
Requirements for CLIQ Connect: PC application as described below:
RAM 512 MB
HDD 1 GB available

« Operating system: Windows 8.1 (64 bit)

Windows 10 (64 bit)

CLIQ® Web Manager Server

« Server management According to: 1SO27001 Security Management System,
ISMS - Requirements

« Service availability: 24/7, high availability environment

« All CLIQ services are monitored 24[7

« Professional support available 24/7 as an optional service

o Maximum maintenance break: 4 hours

« Client server communication: SLL secured web service connection
(TCP port 443)

CLIQ® Remote locking system capacity

« Amount of cylinder groups per locking system: 65,000

« Amount of key owners per locking system: unlimited

o Amount of administration domains per system: unlimited
« Amount of administrators per locking system: 1000>

o Lock audit trail capacity: 1000 latest events

« Key audit trail capacity: 100 latest events

« System event log archive capacity: up to a calendar year
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